
Advances in Natural and Applied Sciences, 8(16) Special 2014, Pages: 44-47 

 

AENSI Journals 

Advances in Natural and Applied Sciences 

 
ISSN:1995-0772    EISSN: 1998-1090 

 

Journal home page: www.aensiweb.com/ANAS 

 

   

Corresponding Author: A. Hyils Sharon Magdalene, Research Scholar, Centre for Information Technology and  

            Engineering, M. S. University, Tirunelveli – 627 012, India. 

            Tel: +918754079046;  E-mail: hyils12@gmail.com 

Identifying Security threats using Signature based Intrusion detection system in 

wireless sensor networks 
 
1
A.Hyils Sharon Magdalene and 

2
Dr.P.Kumar 

 
 

 
1 Research Scholar, Centre for Information Technology and Engineering, M. S. University, Tirunelveli – 627 012, India 
2Assistant Professor, Centre for Information Technology and Engineering, M. S. University, Tirunelveli – 627 012, India. 

 
A R T I C L E  I N F O   A B S T R A C T  

Article history: 

Received   3 September 2014 
Received in revised form 30 October 

2014 

Accepted 4 November 2014 
 

Keywords: 

WSN,IDS,SensorNetworks, Signature, 
Security, Threat 

 In the past days, Security threats are detected by Anomaly based Intrusion detection 

system. Wireless sensor networks (WSN) consist of tiny devices that have limited 
energy, computational power, transmission range and memory. WSN are deployed 

mostly in open and unguarded environment. Therefore, intrusion detection is one of the 

important aspects for WSN. It will detect the Misdirection, Sybil, Wormhole attack, 
Sinkhole attack and hello flood attack. Mainly it detects Squeal and Black hole attack. 

This paper describes the major security threats in WSN and also describes different 

intrusion detection techniques. 
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INTRODUCTION 

 

 Wireless ad hoc networks (WAHN) are autonomous nodes that communicate with each other in a 

decentralized manner through multi-hop routing. There are two main types of WAHNs, namely: mobile ad hoc 

networks (MANET) and wireless sensor networks (WSN). Varieties of potential applications such as 

environment monitoring, health monitoring, military solution are provided by WSN. Wireless sensor networks 

consist of some cheap and small devices. As they are generally deployed in unprotected environment, wireless 

sensor network is vulnerable to various attacks. Therefore, security design is one of the important factors for 

wireless sensor networks. There are two main techniques for security solution: prevention based and detection 

based. Prevention based techniques are encryption, authentication etc. Prevention based techniques cannot be 

applied to the wireless sensor networks because of the limited resources and broadcast medium. Detection 

technique is to identify the attacks based on the systems behavior. Currently, there are two different kinds 

detection technique: anomaly based and signature based. In this paper we will focus only towards the signature 

based detection technique. Most of the WSN researches were based on homogeneous and heterogeneous 

network. In homogeneous networks, all the sensor nodes have the same capability; on the other hand, sensor 

nodes may be of varying capabilities in heterogeneous networks. In this paper, we have focused on the various 

threats on WSN and then we focused on some existing approaches to find out how they have implemented their 

intrusion detection system (IDS) for wireless sensor networks.   

 

Characteristics of wireless sensor networks: 

  “A wireless sensor network (WSN) is a network made of numerous small independent sensor nodes. The 

sensor nodes, typically the size of a 35 mm, are self-contained units consisting of a battery, radio, sensors, and a 

minimal amount of on-board computing power. The nodes self-organize their networks, rather than having a 

pre-programmed network topology. Because of the limited electrical power available, nodes are built with 

power conservation in mind, and generally spend large amounts”. Uses or Benefits: There are various benefits. 

They are: Buildings automation for controlling lights, fire alarms or access control, refrigeration control, 

Industrial automation, Habitat monitoring, Medical field, Military. 

 

I. Various attacks on WSN: 

 Wireless sensor network is vulnerable to several security threats. There are many papers that provide the 

security threats in details. Here we have summarized some of the major security threats for WSN. [Table.1] 
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summarizes all the security threats. Misdirection: Changing or replaying the routing information can cause the 

misdirection attack. Forwarding the message along with the wrong path can cause this kind of attack. 

Misdirection attack is also counted as routing layer attack. 

 
Table 1: Different Dos Attacks And Defence Mechanism In Wsn.  

NNeettwwoorrkk  LLaayyeerr DDooSS  AAttttaacckk DDeeffeennsseess 

PPhhyyssiiccaall 
JJaammmmiinngg 

SSpprreeaadd--ssppeeccttrruumm,,  pprriioorriittyy  mmeessssaaggeess,,  lloowweerr  

dduuttyy  ccyyccllee,,  rreeggiioonn  mmaappppiinngg,,  mmooddee  cchhaannggee.. 

TTaammppeerriinngg TTaammppeerr--pprrooooffiinngg,,  hhiiddiinngg 

LLiinnkk 

CCoolllliissiioonn EErrrroorr  ccoorrrreeccttiinngg  ccooddee 

EExxhhaauussttiioonn RRaattee  lliimmiittaattiioonn 

UUnnffaaiirrnneessss SSmmaallll  ffrraammeess 

NNeettwwoorrkk  aanndd  rroouuttiinngg 

NNeegglleecctt  aanndd  ggrreeeedd RReedduunnddaannccyy,,  pprroobbiinngg  

HHoommiinngg EEnnccrryyppttiioonn 

MMiissddiirreeccttiioonn EEggrreessss  ffiilltteerriinngg,,  aauutthhoorriizzaattiioonn,,  mmoonniittoorriinngg 

BBllaacckk  hhoolleess AAuutthhoorriizzaattiioonn,,  mmoonniittoorriinngg,,  rreedduunnddaannccyy 

TTrraannssppoorrtt  
FFllooooddiinngg CClliieenntt  ppuuzzzzlleess 

DDeessyynncchhrroonniizzaattiioonn AAuutthheennttiiccaattiioonn 

 

A. Spoofed, Altered, or relayed routing information:  

  Some of the Issues are: Routing info altered/falsified to attract/repel traffic from nodes, Malicious nodes 

can create traffic loops, Counter Measures: Authentication. 

 

B. Sinkhole attack:  

  In Sinkhole attack, attackers attract all the traffic from a particular area to a compromise node. This kind of 

attack can also cause selective forwarding attack. Some of the issues are: subverted nodes close to base advertise 

attractive routing information, force nodes in the region to route data towards it, creates a „sphere of influence‟.  

 

C. Sybil attack:  

 In Sybil attack, a malicious node can represent multiple identities to the network. An adversary node assumes 

identity of multiple nodes. This causes ineffectiveness in a network. 

 

D. Wormhole attack:  

  The simplest form of this attack is an attacker sits in between the two nodes and forward in between them. 

There are two powerful adversary nodes placed in two strategic locations. This attack is usually applied in 

conjunction with selective forwarding or eavesdropping attack. This attack is hard to detect because 

communication medium between the two bad nodes are unknown. This limits the self-organizing criteria of an 

ad-hoc network.  

 

E. Helloflood attack:  

  In Hello Flood Attack, Attacker broadcast hello packets to the networks to add himself as the neighbor to 

the other nodes. New sensor node broadcasts “Hello” to find its neighbors. Also broadcast its route to the base 

station. This attack puts the network in a state of confusion. New node sends HELLO. Any receiving nodes 

reply with randomly generated message.  

 

Intrusion detection system: 

 Intrusion detection is a set of actions that determine, and report unauthorized activities. It detects the 

violation of confidentiality, integrity and availability. There are two types of detection technique: signature 

detection and anomaly detection. IDS with signature detection based compares the current activity of the nodes 

with the stored attack profiles and generate an alarm based on the profile. On the other hand, anomaly based 

compares the systems normal profile with the current activity. In this paper, we have described several existing 

approaches based on anomaly intrusion detection technique.   
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Signature based IDS: 

 These IDS possess an attacked description that can be matched to sensed attack manifestations. The 

question of what information is relevant to an IDS depends upon what it is trying to detect.Signature intrusion 

detection based on ‘known patterns’: Signature based IDS are based on looking for “known patterns” of 

detrimental activity. Some benefits are: Low alarm rates: All it has to do is to look up the list of known 

signatures of attacks and if it finds a match reports it, Signature based NID are very accurate. The systems are 

fast since they are only doing a comparison between what they are seeing and a predetermined rule. 

 

 
 

Fig. 1: IDS Building Agent. 

 

Signature Intrusion Detection based on Squeal attack: 

 The first technique is adaption – changing the signature-matching algorithm randomly during IDS 

operation. This will prevent squealing attacks based on IDS rule knowledge from having guaranteed success. 

Attacks will escalate by learning to adapt making it even harder to detect squealing. The second and more 

powerful technique to be used with adaption is state awareness. For speed and processing power, IDS inspect 

individual packets independently focusing on matching signatures in headers and data payload – no precursor 

events or post events, in order, are considered. If IDSs had a context for monitored protocols they might be able 

to distinguish, for instance, a single TCP packet designed to trigger an alarm from an actual TCP connection 

with a precursor event (3-way handshake).  

 IDS with more complex state awareness may perform sequence number and acknowledgement checks. 

Stateless protocols, like UDP, are more difficult to monitor but multiple indicators could be correlated to trigger 

a single alarm. State awareness of data direction makes a squealing attack more difficult. Even in a well-crafted 

false positive attack, the entire session would originate from the outside thus allowing state awareness to 

identify it as a squealing attack. 

 

Signature Intrusion Detection for Black hole attack: 

 In the last reference, the authors have proposed their own IDS algorithm to detect black hole and Selective 

forwarding attack and they have proposed two rules to detect anomaly:  

 Rule 1: If the node A sends a packet to a node B than it stores a packet to a buffer and watch whether B 

forwards it or not. If B doesn‟t then increment then counter by one or delete the message. If the failure count is 

more than the threshold value, an alarm will be raised. 

 Rule 2: If the majority of the monitor nodes have raised an alert then the target node is compromised and 

should be revoked or should be notified by the base station. Based on their rules, they have proposed an IDS 

block that is implemented in all the sensor nodes. Figure 2 illustrates how IDS agent works in each sensor node. 

 

 
 

Fig. 2: Monitor Node.  
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Conclusion: 

 Wireless sensor networks are vulnerable to several attacks because of their deployment in an open and 

unprotected environment. This paper describes the major security threats in WSN and also describes different 

intrusion detection techniques. Moreover, the paper also describes several existing approaches to find out how 

they have implemented their intrusion detection system.  
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